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RECORDS RETENTION



Records Retention

Not necessarily this, but it could be



What Is a Record?

• Recorded information in any form

• Created in the transaction of business

• Kept as evidence of an activity



Records Retention Schedule

• Instructions for what to do from creation
– active and inactive use
– destruction or retirement

• Provides minimum period of time that a specific type of record 
must be preserved



Retention Period

• How long records must be kept before archived or destroyed
– Legitimate business purpose  
– Not always 7 years

• Legal Implications
– Open Records Act
– Litigation



OFFICIAL COPY

• public record status

• created or received by a state officer or state employee, while 
conducting state business and serving state government in an official 
capacity 

• must be maintained the entire retention period



Office of Record

• Responsible for maintaining the official record copy of a 
document in support of state business

• Not a duplicate

• list and website coming soon!!



Good to Know. . .

• Transitory Correspondence
– Routine correspondence, short-term records value
– destroyed after the action covered by this correspondence is completed

• Working Copies/files (Reference Only Copies):
– short-term or transitory use and used as reference-only
– rough notes, calculations, or drafts used to prepare or analyze other documents. 
– no administrative, operational, financial, legal or historic value.



Georgia Tech Records Retention Policy

• Currently in draft form
• Board of Regents retention schedule

(https://www.usg.edu/records_management/schedules/)

• Outlines procedures for retention, disposal and archiving
• Records Management Coordinator 

– All Offices of Record are required to designate one



RECORDS MANAGEMENT



Library Records Center











SECURE STORAGE & 
DISPOSAL OF ELECTRONIC 
RECORDS



Where can I store electronic records?

• Locally (on your computer) and on unit file shares.

• Cloud service providers need to adhere to the Georgia Tech 
Data Security Safeguards.

• These safeguards include contractual provisions to protect 
Georgia Tech data.



Cloud Storage

• Georgia Tech has agreements in place with:
– Microsoft (Office 365)
– Dropbox
– CrashPlan
– Canvas

• Georgia Tech does not have agreements in place with other 
service providers (including Google).



Data Categories

• https://security.gatech.edu/DataCategorization

• Cat 1 Public Use: This information is targeted for general public use.  Examples include 
Internet website contents for general viewing and press releases.

• Cat 2 Internal Use: Information not generally available to parties outside the Georgia 
Tech community, such as directory listings, minutes from non-confidential meetings, and 
internal (Intranet) websites. Public disclosure of this information would cause minimal 
trouble or embarrassment to the Institute. This category should be the default data 
classification category.

• Cat 3 Sensitive: This information is considered private and should be guarded from 
disclosure; disclosure of this information may contribute to financial fraud and/or violate 
State and/or Federal law.

• Cat 4 Highly Sensitive: Data which needs to be protected with the highest levels of 
security, as prescribed in contractual and/or legal specifications.

https://security.gatech.edu/DataCategorization


Other storage concerns

• Email is not the best place to store records.

• Using links to records within email is a better practice.

• Email (and records therein) may end up in unexpected places 
such as your smartphone.

• Also, you may send email to accidental recipients.



Secure disposal

• Both electronic and paper records should be securely disposed 
of when no longer needed.

• Cross cut shredding is best practice for the destroying paper 
records.

• Use a cross cut shredder or shredding service.



Secure disposal

• Electronic records are not destroyed when they are “deleted.”

• Utilize secure disposal tools to securely destroy records.



Secure disposal

• Work with your IT support professional to develop a strategy 
for secure disposal of your records.



Questions?


