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Not necessarily this, but it could be
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What Is a Record? Gegl're%ﬂ &

* Recorded information in any form

e Created in the transaction of business

e Kept as evidence of an activity
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Records Retention Schedule Ge?rg%'ﬁ &

* |Instructions for what to do from creation

— active and inactive use

— destruction or retirement

* Provides minimum period of time that a specific type of record
must be preserved
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Retention Period Gegl're%ﬂ &

* How long records must be kept before archived or destroyed
— Legitimate business purpose
— Not always 7 years

* Legal Implications
— Open Records Act

— Litigation
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OFFICIAL COPY
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e public record status

e created or received by a state officer or state employee, while
conducting state business and serving state government in an official
capacity

* must be maintained the entire retention period
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Office of Record Ge?rg%iﬁ&

* Responsible for maintaining the official record copy of a
document in support of state business

* Not a duplicate

* |list and website coming soon!!

CREATING THE NEXT"®



Georgia
Good to Know. . . Te%h&

* Transitory Correspondence
— Routine correspondence, short-term records value
— destroyed after the action covered by this correspondence is completed

* Working Copies/files (Reference Only Copies):
— short-term or transitory use and used as reference-only
— rough notes, calculations, or drafts used to prepare or analyze other documents.

— no administrative, operational, financial, legal or historic value.
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Georgia Tech Records Retention Policy

Currently in draft form
Board of Regents retention schedule

(https://www.usg.edu/records management/schedules/)
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Outlines procedures for retention, disposal and archiving

Records Management Coordinator

— All Offices of Record are required to designate one
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Library Records Center Ge%g%ﬁ &
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. ?‘ Services : Georgia Tech Library X [ias
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ww.library.gatech.edu/services/index.php
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£ Mail - Fann, Nicholas .. @ RM Database # Retention Schedules @ SR Database WebWISE M SMARTech % Archives lynda @ ARMA  J& TechWorks /A ArchivesSpace | Home Sharepoint »
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Archives Government Information
Ask a Librarian Instruction & Research Support
Borrowing & Requests Libeary Workshops

Borrowing Policies Interlibrary Loan (ILLiad)

Fines & Fees ILL FAQ

Library Account :

Resorrend & Purchase Lecture Recording

Gadgets LENDS

Digital Cameras & Camcorders Pid-up Request
ClouoliColman Multimedia Studio
Computers & Printing Patents & Trademarks

Laptops & Accessories

Multimedis Studio Records Management

R e B=eg Reference & Research
Copy Services Fee-based Research
Digital Camcorder & Camera Lending ?f;?;i‘ Guides

utor:
Distance Learning Reserve a Room
Expert Consultation Request Clough Breskout Rooms
. Presentation Rehearsal Rooms

Faculty Services Clough Classrooms & Auditoriums

Data Management Clough Event Spaces

Document Delivery (LENDS)

Instruction & Research Support Reserves

Library Worishops Search Reserves .

Linking to Library Resources Submitting .Res.erve Materials

GT Open Access Policy Reserve Guidelines

Scholarly Communication SMARTech Repository

Submitting Reserve Materials X o

Subject Librarians
[@er
v
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Retention Schedules @ SR Database “ WebWISE & SMARTech
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Archives & Records Management

RECORDS MANAGEMENT
Records Center

rds

Transferring Re
Accessing Records

Retention Requirements

Vitsl Records

o

o

o

o

O Secure Destruction
o

O Electronic Records
o

Relsted Resources

RECORDS MANAGEMENT

The Georgia Tech Records Center provides long-term secure storage for campus R R
. . L N e Retention Requirements:
business and academic records whose retention is required to meet legal and/or fiscal

guidelines. BOR Retention Guidelines

Storing your old, inactive records in the Records Center is a cost-effective means of
complying with i quil . By ically your inactive =| Transfer & Access Records:
records for transfer to the Records Center, you can free up valuable office and filing

space. You can also be confident that records will be securely destroyed once they
have met their retention requirements.

Storage and retrieval services are free of charge to icipating campus

/. PDF Forms:
Archives and Records Management staff can advise you in organizing your records for
transfer to the Records Center. Box Label

Records Coordinator Form

What is records management?
& More Info...

Records involves the ic control and ization of an
institution’s records. A records management program is intended to insure that an
institution’s records are created, maintained, and ultimately disposed of in @ manner

Records Decision Tree

Records Management Overview

that meets legal and fiscal requirements. H
: Get Boxes
Why implement a records management program?
te efficiency in the 1t of the Institute’s information assets and safeguard this vital information

Minimize risks associsted with litigation

Ensure compliance with regulatory guidelines

CONTACT US *
orgla Tech Library :: At

404) 3944535
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Record Transfer Form :: GT Arc. X

@ RM Database

w.library.gatech.edu/archives/records_transfer_form.php

RECORDS MANAGEMENT

Records Centes

Transferring Records

o
o
o
o Requirements
o Secure Destruction

0 Vital Records

0 Electronic Records

o

Related Resources

80% oo Y} O\ Search

Retention Schedules @ SR Database [ WebWISE A% SMARTech A% Archives ¢ Lynda @ ARMA 8 TechWorks /A ArchivesSpace |Home [@ Sharepoint [@ Information Governan...

RECORD TRANSFER REQUEST

* required fields

*Office of Ori

*Records Coordinator:

*Phone:

*GT Email:

*Campus building & room number:

*Record Type or Series:

*Board of Regents retention code:

*Number of boxes in this set:

*Inclusive dates of records:

*Filing order of records:

*Has this type of record been sent
before?

*Are these records due for
immediate destruction?

Notes/Special instructions:

¥ requesting e transfer of MURIDIE 5% Of r2007DS, DIEse SUOMI 3 fequEst Tor 2300 IOV
For example, S.0mR 2 ransfer reguest for OErent record ipes I 3000UTS PYEDIE T0DTCS
p-card aoministration records. personnel Te0oTds, e

1

Piezse consul the BOR recorss retention QUISHINgS OF rE0OTTS MENBgeMEnt S13T10 Cxterming e
retention Classincation

L 1
Baginning Dats: | | Enaing Dats:

alpha-numeric ~

i “omer " plesse 5020y 1 e NORE/SDECIaI INSINUCHons Section

O4ee O O comtioon

OO0 O omtinom

Submit Request

Georgia
Tec &

CREATING THE NEXT"®



Georgia JM
Tech

=@

I/ CREATING THE NEXT*



Georgia IAI
Tech

—a

SECURE STORAGE &
DISPOSAL OF ELECTRONIC

RECORDS
A

I

CREATING THE NEXT"

Y/



: Georgia
Where can | store electronic records? Te%h&

* Locally (on your computer) and on unit file shares.

* Cloud service providers need to adhere to the Georgia Tech
Data Security Safeguards.

* These safeguards include contractual provisions to protect
Georgia Tech data.
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Cloud Storage Ge?rg%'ﬁ&

* Georgia Tech has agreements in place with:
— Microsoft (Office 365)
— Dropbox
— CrashPlan

— Canvas

* Georgia Tech does not have agreements in place with other
service providers (including Google).
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Data Categories Te%h&

* https://security.gatech.edu/DataCategorization

Cat 1 Public Use: This information is targeted for general public use. Examples include
Internet website contents for general viewing and press releases.

Cat 2 Internal Use: Information not generally available to parties outside the Georgia
Tech community, such as directory listings, minutes from non-confidential meetings, and
internal (Intranet) websites. Public disclosure of this information would cause minimal
trouble or embarrassment to the Institute. This category should be the default data
classification category.

Cat 3 Sensitive: This information is considered private and should be guarded from
disclosure; disclosure of this information may contribute to financial fraud and/or violate
State and/or Federal law.

Cat 4 Highly Sensitive: Data which needs to be protected with the highest levels of
security, as prescribed in contractual and/or legal specifications.
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https://security.gatech.edu/DataCategorization

Other storage concerns

Email is not the best place to store records.

Using links to records within email is a better practice.

Georgia &
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Email (and records therein) may end up in unexpected places

such as your smartphone.

Also, you may send email to accidental recipients.
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Secure disposal Te%h&

* Both electronic and paper records should be securely disposed
of when no longer needed.

* Cross cut shredding is best practice for the destroying paper
records.

e Use a cross cut shredder or shredding service.
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Secure disposal Te%h&

* Electronic records are not destroyed when they are “deleted.”

e Utilize secure disposal tools to securely destroy records.
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Secure disposal Te%h&

* Work with your IT support professional to develop a strategy
for secure disposal of your records.
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Questions? Tech &
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